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There are lots of websites with advertising offering “free” screensavers. The adverts 
may show images of interesting or attractive screensavers, so it may be tempting to 
click to find out more.  

Unfortunately, screensavers are not always the fun pieces of software that they 
appear to be. In fact, screensavers may be some of the riskiest types of software 
offered for free download. Those in the know say that you should never download a 
screensaver from the Internet, unless you are 100% sure that it’s safe and from a 
reputable source. 

However, there are over 15 million searches for screensavers each month, which 
means that those who want to create mischief have an enormous opportunity to do 
so. While not all screensavers are infected with harmful computer viruses, many 
contain adware or spyware (these are all forms of malware, which stands for 
malicious software). 

Some of the most dangerous screensavers are the “Miami Vice” screensaver, and 
also screensavers found on sites with World Cup soccer and baseball downloads. 
Unfortunately, cartoon character screensavers are also rife with problems. Given that 
the primary targets for such screensavers are children (both young and old), they’re 
especially dangerous as they aren’t often very discerning with the download choices 
they make.  

Most people who actively search for screensavers online will use the name of what 
they’re looking for plus the word “screensaver”. McAfee did a test for numerous 
cartoon character screensaver this way, and learned that at least 50% of the sites 
that appeared in the Google searches were risky. 

Downloading screensavers isn’t just common on home computers, but it’s also 
common to download screensavers at work on business computers. While it seems a 
fairly harmless activity (even a positive one, as screensavers are believed to be 
helpful applications), and it personalises work computers, it’s not something that 
should be done without careful consideration. Screensavers based on TV shows or 
movies are popular, but they should only be downloaded from official company 
websites (if available).  

Continued... 
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As an example, some common screensavers that come up when searches are done 
also contain extra software called Relevant Knowledge. This program isn’t visible to 
the person who installed the screensaver. However, once the screensaver is 
installed, the user is barraged with annoying pop up ads, and their data is 
compromised by the tracking program.  

Relevant Knowledge is a spyware program that’s actually more insidious than the 
annoying adware. This program actually spies on all the websites that the user visits 
by routing all browsing through its servers. In fact everything you do online is routed 
through their servers, including private chats. The program actually markets itself as 
something that helps speed up your browsing by routing your traffic through a proxy 
server. However, this really makes little sense. The software also installs its 
certificates on your computer, meaning it has access to all SSL-secure transactions 
(which you may use if purchasing something online). These certificates actually 
remain after the product has been uninstalled, meaning that it’s a really, really good 
idea not to install it in the first place!  

The rule you should follow is: if in doubt, don’t do it. If you want a screensaver 
choose one of the basic ones provided by Windows, or ask your IT support as they 
should be able to advise further. 
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Most people at some time or another have seen a pop up message saying something 
like “A virus has been detected on your computer! Click OK to download a free 
program”, etc.  The truth is no website can detect whether your computer has a 
virus unless it also installs software which it can only do with your permission.  A 
virus scanning program must scan potentially thousands of files on your computer to 
detect a virus (this can take quite a long time and requires specialised up-to-date 
virus software).  

The most common scam works like this: The user is browsing a web site when they 
are suddenly presented with an alert message stating that there computer is infected 
with multiple viruses.  The user then accepts the invitation to install the “Anti-virus” 
program but in so doing, actually installs a virus.  This program then starts to cause 
problems.  These can range from throwing up loads of websites windows to 
demanding money to remove fictional virus. 

There are many anti-spyware, anti-adware and anti-virus programs which work well 
and are reputable. However, any which make sales by creating fake pop-ups telling 
you that your computer is infected is a program which you should avoid. If you are 
concerned that your computer’s already been infected with a malware program, then 
it is a good idea to invest in a quality software application to correct it.  

There are some free anti-virus programs out there that can be 
trusted.  As they are free products there is no customer support but 
generally they do a good job.  These include but are not limited to 
AVG (only for home use), Microsoft Security Essentials and also 
FortiClient. 

If you think that you are already infected with some malware, it 
may be worth running an anti-virus scan from a second anti-virus 
company.  As it is not recommended to install more than one anti-
virus program on your computer at once, there are some “One-
Time” anti-virus programs that you can use to catch any stray 
malware that escaped your primary anti-virus program. These 
include but are not limited to Trends “House Call” and Panda 
Software “Active Scan”. 
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What is a pop up message? Basically it’s any message or notification that pops up on 
top of your browser window when you visit a new web page.  Many browsers such 
as Internet Explorer and Firefox are set to block pop ups as one of their default 
options (usually giving the visitor to the site the opportunity to open the pop up or 
not); however, there are some pop ups which are able to avoid this and pop up 
anyway.  

When most people see an annoying pop up message, their first instinct is to get rid 
of it. This often means clicking the big OK box rather than the top right hand corner 
of the box where it may say “close” (in very small letters) or have a small X. 
However, in clicking OK you may actually be giving a signal to install a program on 
your computer. This is obviously NOT what you want to do.   

It is important to distinguish between website based pop up messages and other 
sorts of pop up windows. Occasionally you’ll get a Windows message popping up 
(which may be letting you know about a problem with an application or some sort of 
threat to the computer), or a pop up from your browser or even your virus protection 
software. This is another reason why it’s important to actually read the message. 

Many pop-up messages are quite innocuous and are simply trying to get visitors to 
the site to sign up for more information, or something similar. However, because 
they’re annoying for many users (who may be trying to close a website or who may 
just be looking for information) they automatically try to get rid of the pop up, and 
as a result don’t read what they’re actually clicking on. 

The best thing to do is to take a few seconds to 
read the pop up message. Then, try and close the 
message without using an OK button (look at the 
top right hand corner and see if you can close it that 
way). If you’re in such a hurry to remove a pop up 
that you don’t read it, you run the risk of installing 
some sort of malware or virus on your computer. 

If at any time you feel unsure of what is happening 
then the best course of action is to shutdown the 
internet browser and start again.  
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Whenever you’re searching for something on the Internet, check the source of your 
information very carefully. There are lots of excellent, factually correct websites, but 
there are also a lot of websites with unreliable information. 

A lot of people use the Internet to make money, and at the moment one of the most 
popular ways of making money is by putting up loads of content, and adding 
advertising (such as Google ads or other forms of advertising) to generate income. 
The problem is much of this “content” is itself poorly written and poorly researched. 

Regardless of the topic you’re searching for, make sure you visit more than one 
website for information. In particular, be wary of unprofessional sites with a lot of 
advertising. Sites with a great deal of advertising are often just there to make money 
for the site owner, pure and simple. However, there are plenty of legitimate sites 
that also use advertising to help cover their costs. It can be difficult to determine 
which sites are actually worthwhile, and which are for revenue generation only. 

A site like Wikipedia is free and doesn’t rely on advertising for revenue. It’s often a 
good place to look for general information. While Wikipedia pages aren’t always 
100% correct, Wikipedia does use citations (so all sources of information for the site 
are referenced, generally from reputable sources), and there are many people 
policing Wikipedia pages to ensure they are accurate (if a statement doesn’t have a 
citation and therefore may be unreliable, there is often a note to show this).  

What you need to do when researching online is to ask yourself: “What 
was the site owner’s motivation for creating this website?” If the 
motivation was primarily to spread helpful information, then it’s 
probably a good site to visit. If the site looks as if it was hastily put 
together and created solely as an income generator, then odds are that 
the information isn’t as reliable. Of course, there are websites that are 
a little bit of both: they provide useful information, but they also 
generate revenue. A little bit of experience will help you determine 
whether the information you’ve found is useful or whether it can be 
dismissed. 
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There are many, many great free software applications that are completely safe. On 
the other hand, there are plenty of malware and virus programs wrapped up in free 
software programs which sound great, but are anything but.  

If you come across a program that sounds useful, and which you really want to 
download, then do a little research on it first. Search the internet for the name of the 
software application and find out if there are any reviews about the program or if 
anyone has complained about it. You’ll find out pretty quickly whether or not it’s a 
good piece of software or if it’s got some attached malware. 

Some free software applications have a good reputation and are well known, but 
even before you download one of them do your homework. Take a program such as 
Adobe Reader. It’s a well known free program which most people have on their 
computers. Do an internet search for “Adobe Reader Download” and you’ll find 
numerous pages all offering a download of the program. However, the program in its 
newest format is always available on the Adobe website. If you get it from there, 
you’re guaranteed that you’re getting the newest release, and you’ll also be sure that 
you’re getting the product in its original state.  

If you find Adobe Reader on another website and install it, you’re running the risk of 
downloading and installing a malware program at the same time. The same goes for 
any other well known software applications. Whenever possible, find out who created 
the program, and download it from their website, not another free software website.  

This is not to say that there aren’t great sites for downloading free software, there 
are, but again a degree of research is involved when downloading from other sites. 
Even software sites with a good reputation can have bad programs.  

If you are looking for some free software for a particular application, the website 
tucows.com is well known for having a lot of good free software and shareware. 
Most applications have been rated, so you know whether you’re getting something 
that works well or not. The software is also screened to ensure it is virus free.  

Continued... 
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However, even so it’s a good idea to get independent reviews of any software 
application before downloading and installing it. That way you can be more confident 
knowing that you’re not installing something which can damage your computer or 
steal your private information.  

The other thing to be aware of is that too many programs downloaded and installed 
on your computer will clutter your hard drive and take up a lot of space. Ask yourself 
whether you really need a particular program before you download and install it. If 
you do choose to download something, keep track of how much you actually use it. 
Ideally, keep a record of every software application you install. It’s easy to install 
something that looks useful and then forget about it and not use it. You may 
discover that you’re losing valuable resources to something which you have no use 
for.  
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Sometimes when you install software, you’ll be asked whether or not you want a 
toolbar added to your browser. Unless you feel you really need it, or that it will be 
very useful to you, don’t install it.  You can find yourself in the situation where half of 
your internet browser window is taken up by toolbars. 

Sometimes you’ll find that the option to install a new toolbar is already checked and 
if you don’t want it you’ll need to uncheck the box. For this reason, whenever you 
are installing software, read through each step of the installation process. It can be 
tempting to click the “next” button, just to get through the process quicker, but it 
always pays to slow down and pay attention to what you’re actually doing.  

An application such as Windows Live Messenger is very useful, and a large number 
of people use it for real time chat with friends and family. However, it’s one 
application that when you install it will offer you many other applications (as well as 
a browser toolbar) when you elect to install it. Many people simply go with the 
defaults and find themselves with extra software they won’t use or need, and will 
end up with an extra toolbar in their browser as well.  

If you want your browser to perform at its best, and you don’t want your browsing 
window cluttered up with toolbars you have no use for, then ensure you read 
everything when installing new software. You’ll save space on your computer, and 
space in your browser window if you’re careful what you install and only choose the 
options you’ll actually use.  
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While it may be tempting to stick passwords to your computer monitor (especially if 
you have a lot of different passwords you need to keep track of), this is not a good 
idea, especially if your computer is necessary for work purposes! 

If you do need to remember a lot of passwords, then in an encrypted format on your 
computer, and keep your computer itself password protected (when password 
protecting your computer, it’s useful to pick a password you will definitely remember, 
or you could end up unable to access your computer at all). Files such as Microsoft 
Word files can also be password protected, but again, be very careful with this as in 
months to come, you may have forgotten these. 

There are some open source (free) programs that can be used for storing 
passwords.  These programs have a single master password, which then gives you 
access to all the other passwords stored in a encrypted file. Keepass is one that 
works well though there are many others. Do remember the master password and 
also make sure the encrypted file with the passwords is being backed up. 

Even if your computer is only for home use, it’s still a good idea to keep all 
passwords private and not stick them to your monitor (or somewhere else people 
can see them). Many people have had their homes broken into and various accounts 
compromised because they left their passwords in an obvious location (online 
banking passwords are particularly vulnerable).  

Some people use the same password for everything, while others like to keep 
different passwords for different 
applications. Whether you choose one 
particular password for everything or use 
different ones is a personal choice. You may 
decide to use a single password for less 
crucial applications, and choose different 
passwords for online banking or applications 
where you keep details of a personal and 
private nature. In general, it is better to use 
different passwords for each resource you 
access. 
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And this goes double for things you see online! If you find something that looks too 
good to be true, it probably is. 

Most of us have seen ads online offering free iPods, free computers, free Wiis or 
PlayStations, etc. It’s very tempting to click through and find out more! After all, 
these aren’t free samples of products worth a small amount of money; these are 
fairly expensive items which no one willingly gives away for “free” unless there’s 
something in it for them! 

So, what’s the catch?  Most of these “free” products require that you spend money 
on something else, and get other people to join up so that they’ll also spend money. 
The important thing is to read the fine print and be very, very careful if you find 
yourself signing up for something. 

Recently I was invited to a Facebook group where I had a “one in two chance of 
winning a free laptop computer”. Sounds great, right? While I was extremely 
sceptical (as you should be) I wanted to find out exactly what the “catch” was. I 
followed the directions and was sent to a “survey” where I had to do a simple IQ 
test, and there was the catch. To get the results of the test I had to give my mobile 
phone number. Naturally, there’s fine print at the bottom of the screen advising me 
that I’m subscribing to such and such a service and it will cost me a certain amount 
per month to do it.  

In life and on the internet, if you’re ever offered anything free, especially something 
worth a fair bit of money, always read the fine print. It’s okay to investigate how the 
system works, but if you find yourself having to shell out money for a chance at the 
“free” product, you’re better off keeping your money in the bank and saving up to 
buy it instead! Many people find themselves inadvertently signing up to some phone 
subscription service and paying out a lot of money simply because they wanted 
something free. Quite often they also forget what they “subscribed” to and don’t 
know how to cancel the service, meaning that they can spend quite a lot more 
money on something they didn’t need or want just to receive a free product which 
may even end up costing more than it’s worth! 
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Phishing sites are illegal websites created by people trying to get bank account and 
credit card details off unsuspecting users. While many internet savvy people know to 
be on the lookout for sites such as these, those who are newer to the online world 
may not be aware of what they’re up against. 

The most common way people get caught by phishing sites is through emails. They’ll 
receive an email that appears to come from their bank or PayPal account, or maybe 
another reputable site such as eBay or a social networking site such as Facebook or 
MySpace which will ask them to click on a link so they can log into their account.  

To the untrained eye the email appears to come from the genuine source, so many 
people will click the link. The page they’re directed to is also very cleverly designed 
to resemble the home page of the company it purportedly comes from. However, 
when the unsuspecting user logs on, they’re actually passing their private details to 
an unscrupulous party who will then have access to their real account. 

So, how do you protect yourself from phishing scams? For starters when a company 
such as eBay or PayPal sends a message to your email inbox it will usually be 
addressed to you by name (whether your real name or your username). Emails from 
phishing sites are usually addressed to a generic name such as “valued customer”.  

If you do click on a link in a suspect email it may take you to a website that looks 
realistic, but if you look at the address in your browser it may show something 
different. However, even if it looks like the real deal, it’s still suspect. As more and 
more phishing scams get discovered, the creators of these scams are getting 
cleverer and are learning how to make the website addresses look more realistic.  

Some phishing emails incorporate a script which will actually take you to the 
legitimate website’s sign in page, which is extremely difficult to spot (even for people 
who are very careful). In these cases the “attack” occurred when the link was 
clicked, even though the person was actually directed to the real site. 

Continued... 
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Another type of phishing involves directing the user to the correct website, but 
creating a pop up window that appears at the same time, which appears to be from 
the bank or site the user is accessing. As it looks like a legitimate request from a 
trusted site, many people are fooled into putting their personal information into the 
pop up window and thus having sensitive information stolen.  

The best way to avoid having your information stolen by phishing scams is to never 
click a link from an email directing you to your bank account (or any other account), 
even if the email seems to be legitimate. Always go to your browser and type the 
address in manually to visit the site. If you are required to update your information 
(or whatever) the website itself will tell you.  

There are times when you will receive an email with a legitimate link (for verifying 
information), but this generally only occurs when you’ve signed up to a new site or 
changed your email address for an account or something similar. Usually you’ll 
receive such an email soon after making the change, and therefore you can be fairly 
certain it’s safe to click the link.  
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A few years ago there were several file sharing sites set up which would allow people 
to “share” music (as well as other things), but these sites were soon clamped down 
on for illegal activity, and people resorted to other methods of sharing music, movies 
and software applications.  

However, many people still get away with downloading illegal software or files by 
using torrent sites. In order to use these sites you need to install a particular piece of 
software which allows you to download the files. 

While many people look to torrents as a way of downloading stuff they’d otherwise 
have to pay for, many also find their computers infected with viruses or other 
malware soon after, simply because there’s no guarantee that what you are 
downloading is what you requested.  

The best way of avoiding such problems is to avoid torrents. Don’t be tempted by 
the promise of free movies, music or software. If you really want it, buy it from a 
legitimate source. Also be aware that if you do choose to download an illegal torrent, 
it’s quite likely that your IP address could be traced and you may find yourself in 
legal difficulties.  

One thing to note is that there are legal uses for torrents such as distribution of open 
source (free) software. Again, the same rules apply, confirm the source of your 
torrent is legitimate. 
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Unfortunately, many people can spread computer viruses and other malware quite 
unknowingly, as their computers get infected with a virus that spreads via email. 
Sometimes these viruses send emails to everyone in a person’s contact list, and may 
contain an attachment that looks quite legitimate but is actually a virus file.  

While many people are getting wise to such attachments, the creators of such 
viruses are also getting cleverer, and are making it harder than ever for people to 
decipher whether or not the email is legitimate.  

Many of these emails rely on website links rather than attachments, and when the 
person visits the website in question; they’re infected with a virus. 

To avoid being infected by such a virus, never click links in joke emails that you’ve 
been sent. If you want to find out whether or not the site you’re being directed to is 
legitimate, then type the address into the browser manually.  

If you ever receive an email that has an attachment which appears to be some sort 
of program or application, never install it or click on it. It’s also a good idea to email 
the person who sent the email, because they may be quite unaware that they’ve 
done so (which is a good indication that it’s a virus). If the email and link were 
legitimate, the sender will let you know.  
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Millions of people worldwide have accounts with social networking sites such as 
Facebook, MySpace and Twitter, making them prime applications for exploitation. 

For example, in Facebook you may get a message from one of your friends saying 
something like: “Hey look at this funny picture of you I found!” with a random link.  
Before you click this, you need to be certain that it was sent by your friend.  Send 
them a new message back to confirm that they did actually send the link. 

There’s no reason to avoid social networking sites, as many people find them a great 
way to interact with family and friends. However, do be aware when using them that 
you may occasionally be subject to something questionable.  

Much as we’d all like our website browsing to be completely safe, it often isn’t. 
However, it is possible to make your browsing and time online as safe as possible. If 
you follow the tips outlined in this booklet and learn how to identify potential scams 
and dangerous sites, you’ll be able to avoid most problems. 

Of course, you should always have an up-to-date virus protection program on your 
computer which performs regular checks. This will help keep you covered, and give 
you assurance that your data and personal information is kept private. 

 

During a recent password audit, it was found that a person 
was using the following password: 

MickeyMinniePlutoHueyLouieDeweyDonaldGoofyLondon 

When asked why such a long password, they said  
they were told that it had to be at least 8 characters long 

and include at least one capital. 



Computer Services for Business 

 Computer Server & PC Setup 

 Proactive Monitoring & Support 

 Network Design & Installation 

 Network & Systems Security 

 Project Management & Office Communications Setup  

For more information about our services,  

Visit our website www.gctech.ie or email us at enquiries@gctech.ie or call: 353 (0) 1 2788879 




